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CHAPTER 1. INTRODUCTION

This guide contains description of how to use Kaspersky Anti -Virus 6.0 for
Windows Servers Enterprise Edition  (hereinafter - Anti-Virus).

Section 1.1 on pg. 12 contains general information about the Anti-Virus as well
as the description of its protection functions and of detectable threats.

Part 1 of the user guide, Configuration and Control via MMC, contains a discus-
sion of Anti-Virus control via console installed on a protected server or on a re-
mote workstation.

For instructions on how to control the Anti-Virus from the command line of the
protected server refer to the Part 2, Control of the Anti-Virus from the command
line.

Part 3, Configuration and control using Kaspersky Administration Kit, discusses
protected of servers with the Anti-Virus installed using the Kaspersky Administra-
tion Kit application.

Part 4, Anti-Virus counters, contains the description of the Anti-Virus counters for
the "System Monitor" application as well as SNMP counters and traps.

If you have not found an answer to your question about Anti-Virus in this docu-
ment, please feel free to refer to other resources containing information about
this product (see section 1.2 on pg. 18).

1.1. General Anti -Virus information

Anti-Virus protects servers running Microsoft Windows against threats penetrat-
ing computers through file exchange. It is designed to be used in local area net-
works of medium to large organizations. Anti-Virus users are computer network
administrators and specialists responsible for the Anti-Virus protection of net-
works.

You can install the Anti-Virus on servers which perform various functions as de-
tailed below: on terminal servers and printing servers, on application servers and
domain controllers as well as on file servers as such servers are more suscepti-
ble to virus infections that others due to file exchange with the user workstations.

You can control the protection of the server on which the Anti-Virus is installed
using various tools: Anti-Virus console in MMC, command line commands, or you
can use Kaspersky Administration Kit application for centralized control of protec-
tion of multiple servers each with Anti-Virus installed. You can view the Anti-Virus



Introduction 13

performance counters for the "System Monitor" application as well as SNMP
counters and traps.

This chapter contains the following information:

1 about Anti-Virus functions Real-time protection and On-demand scan
(see section 1.1.1 on pg. 13);

1 about threats which can be detected and disinfected by Anti-Virus (see
section 1.1.2 on pg. 14);

1 how Anti-Virus detects infected, suspicious and potentially dangerous
(riskware) objects (see section 1.1.3 on pg. 17).

1.1.1. Real -time protection and on -demand
scan

You can use two Anti-Virus functions to ensure server protection: Real-time pro-
tection and On-demand scan. You can enable or disable these functions manual-
ly or using a schedule.

Real-time protection automatically starts with the Anti-Virus startup by default
and continues running in the background mode.

The Anti-Virus scans the following objects of the protected server when they are
accessed:

1 Files;
1 Alternate file system streams (NTFS-streams);

1 Master boot record and boot sectors of the local hard drives and Re-
movable media.

When an application writes a file to a server or reads a file from it, Anti-Virus will
intercept this file, scan it for the presence of threats and perform actions you
specified if it has detected a threat: attempts to disinfect the file or simply deletes
it. Anti-Virus returns the file to the application only if it is not infected or if it has
been successfully disinfected.

Anti-Virus scans object not only for viruses but also for other types of threats, for
example, Trojan horses, adware or spyware. For more details about threats that
can be detected and disinfected by the Anti-Virus refer to 1.1.2 on pg. 14.

Additionally, Anti-Virus continuously monitors attempts to execute scripts
VBScript or JScript. created using Microsoft Windows Script (or Active Scripting)
technologies on the protected server. The application checks the code of the
scripts and automatically prohibits execution of scripts it has found malicious.



14 Kaspersky Anti-Virus 6.0 for Windows Servers Enterprise Edition

The task of real-time Anti-Virus server protection is to ensure maximum server
security with the minimum slowdown of the file exchange.

An On-demand scan involves one-time complete or selective scan for the object
threats on the server.

Anti-Virus scans files, server RAM and the startup objects which are rather diffi-
cult to restore once they have been corrupted.

By default Anti-Virus performs a full computer scan once a week. We recom-
mend to launch full computer scan manually after the periods when the real-time
file protection had been disabled.

1.1.2. About threats detectable by Anti -
Virus

Anti-Virus can detect hundreds of thousands malware programs in the file sys-
tem objects. Some of these programs impose a greater threat for the user, others
are only dangerous when certain conditions are met. After the Anti-Virus detects
a malicious program in an object, it will assign it a certain category characterized
by a certain severity level (high, medium or low).

The Anti-Virus distinguishes the following malware categories:
1 viruses and worms (Virware)
Trojan horses (Trojware);
other malware;

il

il

1 pornware;
1 adware;
1

riskware.

Note

You can check the severity level of threats detected in the suspicious objects
detected using the Quarantine node (see Chapter 11 on pg. 155); the severity
level of threats contained in infected objects - using the Backup storage node
(see Chapter 12 on pg. 173).

A brief description of the threats is provided below. For a more detailed descrip-
tion of malware programs and their classification please visit Kaspersky Lab's
Virus Encyclopedia (http://www.viruslist.com/en/viruses/encyclopedia).
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Viruses and worms (Virware)
Severity level : high
This category includes classic viruses and network worms.

Classic virus  (class Viruses) infects files of other programs or data. It adds its
own code to such files in order to gain control when these files are opened. After
it has penetrated the system, a classic virus gets activated when triggered by a
certain event and performs its malicious action.

Classic viruses differ depending on their environment and method their use for
infecting other objects.

The term environment refers to areas of a computer, an operating system or an
application, penetrated by the virus code. Based on the environment, file, boot,
macro and script viruses are distinguished.

The term method of infection refers to various methods of implanting the mali-
cious code into the objects being infected. There are numerous types of viruses
using various methods of infection. Overwriting viruses write their own code re-
placing the code of the file they infect and destroying the content of such file. The
infected file stops working and cannot be restored. Parasitic viruses modify files'
code leaving such files fully or partially operating. Companion viruses do not
modify files but create their duplicates. When such infected file is accessed, the
control will be overtaken by its duplicate, which is the virus. There are also link
viruses which infect object modules (OBJ), viruses which infect compiler libraries
(LIB), viruses which infect original text of programs, etc.

After it penetrates the system, the code of a network work (Class Worm) , simi-
larly to the classic virus code, gets activated and performs its malicious action.
The network worm received its name due to its ability to tunnel from one com-
puter to another - to send copies of itself through various information channels.

The method of proliferation is the main attribute that differentiates various types
of network worms. Network worms can be mail worms, internet pager worms,
IRC channels worms, file sharing network worms and other network worms. Oth-
er network worms are those worms which distribute copies of themselves in net-
work resources, penetrate operating systems using vulnerabilities in them and in
the applications running under them, penetrate public network resources and use
other threats.

Many network worms can proliferate extremely fast.

In addition to the damage they inflict to the infected computer, network worms
discredit the owner of such computer, cause additional charges for network traffic
and clutter up internet channels.

Trojan horses (Trojware )

Severity level : high
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Trojans (classes Trojan, Backdoor, Rootkit and others) perform on computers
actions not authorized by the user, for example, they steal passwords, access
internet resources, download and install other programs.

Unlike classic viruses, Trojans do not proliferate by themselves penetrating files
and infecting them. Rather, they are transferred by the "master's” command.
However, Trojans may inflict far greater damages compared to a regular virus
attack.

The most dangerous Trojans are Backdoors - remote administration utilities.
When run, these programs install themselves in the system without the user's
knowledge and perform hidden monitoring: they erase data from drives, "freeze"
the system or transfer information to their developer.

Another type of Trojans is Rootkit. Like other Trojans programs Rootkits per-
meate the system without the user's knowledge. Although they do not perform
any malicious actions, they camouflage other malware programs and their activi-
ties and thus extend the existence of such programs in the infected system.
Rootkits may hide files or processes in the memory of an infected computer or
register keys run by malware programs. Rootkits may also conceal hacker's ac-
cessing the system.

Other malware programs  (Malware)
Severity level : average

Other malware programs do not impose any threat to the computer on which
they are executed, yet they can be used to organize network attacks on remote
servers, hack other computers, create other viruses or Trojan programs.

There are many types of other malware programs. Network attacks (class DoS
(Denial-of-Service)) send multiple requests to remote servers which cause these
servers to fail. Hoaxes (types BadJoke, Hoax) alarm users with virus-like mes-
sages: they can "detect" a virus in a clean file or display a message about disk
formatting which will not take place. Encrypting programs (classes FileCryptor,
PolyCryptor) encrypt other malware programs to prevent them from being de-
tected during an Anti-Virus scan. Constructors (class Constructor) allow generat-
ing original texts of viruses, object modules or infected files. Spam utilities (class
SpamTool) collect e-mail addresses on the infected computer or turn such com-
puter into a spam sending machine.

Pornware (Pornware )
Severity level : medium

Pornware programs are included into a "not-a-virus" programs class. They have
functions which may inflict damage to the user only if special conditions are met.

Such programs are associated to the display of porn information to the user. De-
pending on the behavior of the programs, three types are distinguished: automat-
ic dialers (Porn-Dialer), downloaders (Porn-Downloader) and tools (Porn-Tool).
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Porn dialers connect to pay-per-virus pornographic internet resources using a
modem, porn downloaders download pornography to the user's computer. Porn
tools are programs related to the search and display of pornographic materials
(for example, specials instrument panels for browsers and special video players).

Adware (Adware)
Severity level: medium

Adware programs are included into a "not-a-virus" class. They are built-in into
other programs without the user's knowledge to display advertising messages in
their interface. In many cases adware programs, in addition to displaying adver-
tising messages, gather users' personal information and send it to their develop-
er, change browser's settings (browser home page, search page, security levels,
etc.) and create traffic that is not controlled by the user. In addition to violation of
the security rules, activities of adware programs may cause direct financial dam-
ages.

Riskware
Severity level : low

Riskware programs are included into a "not-a-virus" programs class. Such pro-
grams may be legally purchased and used in the daily operations of users, for
example, system administrators.

Some remote administration programs, such as RemoteAdmin, are considered
riskware. It is the user who installs and runs these programs on his or her com-
puter. This differentiates them from the Backdoor programs which install them-
selves into the system and start monitoring the system without the user's know-
ledge.

Risk programs also include some automatic keyboard layout change programs,
IRC clients, FTP servers, utilities for killing and hiding processes.

1.1.3. About infected and suspicious
objects and objects that may
potentially contain malicious code

Server on which Anti-Virus is installed stores a set of Anti-Virus bases (hereinaf-
ter - bases, database). Bases are files containing records that are used to identi-
fy the presence of malicious code with hundreds of thousands known potential
threats in the detectable objects. Records contain information about the control
sections of the threats' code and algorithms used for disinfecting objects in which
these threats are contained.
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If Anti-Virus detects (in a detectable object) sections of code that fully coincide
with the control code sections of a threat based on the information provided in
the bases, it will find such object infected, and, if it coincides only partially (in
accordance with some conditions) i suspicious.

Additionally, Anti-Virus detects objects, which may potentially contain malicious
code. For this purpose, it uses a heuristic code analyzer. It would not be true to
say that the code of such object fully or partially coincides with the code of a
known threat, but it does contain some command sequences characteristic of
malicious objects, such as opening a file or writing to a file or interception of in-
terrupt vectors. Heuristic analyzer determines for example that a file seems to be
infected with an unknown boot virus.

If Anti-Virus finds a detectable object infected or suspicious, it will return the
name of the threat contained in such object; if Anti-Virus finds that an object may
potentially contains malicious code, it will not return the name of the threat con-
tained in this object.

Note:

Term "objects potentially containing malicious code" is not used in the security
setting configuration dialog box or in the Security Settings dialog window and
the Task Statistics dialog window: Anti-Virus calls "suspicious" those objects
that may potentially contain malicious code and suspicious objects (in which
code sections that coincide with the code of known threats have been de-
tected).

In other dialog boxes of the Anti-Virus console terms "suspicious objects" and
"objects that may potentially contain malicious code" are named differently.
Term "suspicious objects" only refers to suspicious objects.

1.2. Obtaining information about
Anti -Virus

If you have any questions regarding purchasing, installing or using Anti-Virus,
you can easily receive answers to them.

Kaspersky Lab has many sources of information and you can select the source
most convenient to you depending on how urgent and important your question is.
You can:

1 find the answer to your question on your own (see section 1.2.1 on pg.
19);

1 receive an answer from the Sales Department personnel (see section
1.2.2 on pg. 20);
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1 receive a response from a Technical Support specialist if you already
have purchased Anti-Virus (see section 1.2.3 on pg. 21);

9 discuss your question not only with Kaspersky Lab's specialist but also
with other users in the web form section dedicated to Anti-Virus (see
section 1.2.4 on pg. 22).

1.2.1. Sources of information to research
on your own

You can refer to the following information sources about the application:
1 the Anti-Virus page at the Kaspersky Lab's website;
1 application page at the Support Service (Knowledge Base) website;
1 help system;
1 documentation.
The Anti-Virus page at the Kaspersky Lab's website

http://www.kaspersky.com/kaspersky Anti-
Virus_windows_server_enterprise

This page contains general information about the application, its functionality
and peculiarities. You can purchase the application or extend the period of
its usage in our online store.

App lication page at the Support Service (Knowledge Base) website

http://support.kaspersky.com/win_serv_ee 6mp2

This page contains articles published by the Technical Support service spe-
cialists.

These articles contain useful information, recommendations and answers to
frequently asked questions related to the purchase, installation and use of
the application. These answers are grouped by topics, such as, for example,
"Working with key files", "Configuring base updates" or "Troubleshooting".
The articles may answer questions which are related not only to this particu-
lar application, but also to other Kaspersky Lab's products; they also may
contain general Technical Support service news.

Help system
The application's distribution kit includes a complete help file.

Complete help file contains information on managing the computer protec-
tion using Anti-Virus console in MMC: view the protection status, scan vari-


http://www.kaspersky.com/kaspersky_Anti-Virus_windows_server_enterprise
http://www.kaspersky.com/kaspersky_Anti-Virus_windows_server_enterprise
http://support.kaspersky.com/win_serv_ee_6mp2
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ous areas of the computer and perform other tasks. It also contains informa-
tion about managing the application from the command line, use Anti-Virus
efficiency counters as well as SNMP counters and traps.

In order to open the complete help file, select the Display help command
from the Help menu in the Anti-Virus console.

If you have any questions regarding an individual application window, you
can refer to the context help.

In order to open the context help, press the Help button or <F1> key in the
window you need help on.

Documentation

The set of documents supplied with the application contains most of the in-
formation required for its operation. The set contains the following docu-
ments:

1 Typical usage schemes . This document discusses the use of Anti-
Virus in the enterprise network.

1 Comparison with K aspersky Anti-Virus 6.0 for Windows Ser v-
ers. This document lists the characteristics of the Anti-Virus which
differentiates it from Kaspersky Anti-Virus 6.0 for Windows Servers.

1 Installation Guide contains Anti-Virus installation requirements to
the computer, Anti-Virus installation and activation instructions as
well as instructions on verifying its operability and initial setup.

1  Administration Guide (this document) discusses how to work with
the Anti-Virus console in MMC, manage Anti-Virus from the Kas-
persky Administration Kit application and from the command line,
use Anti-Virus efficiency counters as well as counters and traps for
the SNMP protocol.

Files with these documents in PDF format are included into the Anti-Virus
distribution kit.

Alternatively you can download files with these documents from the Anti-
Virus page of the Kaspersky Lab's website.

After you have installed the Anti-Virus console you can open the Administra-
tor's Guide from the Start menu.

1.2.2. Contacting the Sales Department

If you have questions regarding selecting or purchasing Anti-Virus or extending

the period of its use, you can phone Sales Department specialists in our Central

Office in Moscow at:
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+7 (495) 797-87-00, +7 (495) 645-79-39, +7 (495) 956-70-00.
The service is provided in Russian or English.

You can also send your questions to the Sales Department specialists by e-mail
at sales@kaspersky.com.

In the Sales Department you can obtain an advice on managing the enterprise
network protection, application network deployment or joint use of the application
with other programs.

1.2.3. Contacting the Technical Support
service

If you already purchased the application you can obtain information about it from
the Technical Support service by phone or via internet.

The Technical Support service specialists will answer your questions regarding
the installation and the use of the application and will help you eliminate the con-
sequences of the activities of malware and you computer had already been in-
fected.

Technical support by phone

If you have a problem requiring urgent help, you can call the Technical Sup-
port service located in our Moscow office at:

+7 (495) 797-87-07, +7 (495) 645-79-29 or +7 (495) 956-87-08.

We provide technical support to Kaspersky Lab's users around the clock in
Russian and English.

If you wish to talk to an expert specializing exclusively in Kaspersky Anti-
Virus 6.0 for Windows Servers Enterprise Edition, call during business
hours, from 10:00 am until 6:30 pm Moscow time (GMT +3).

Provide to the Technical Support service specialist the application's activ a-
tion code or the key serial number (you can view it in the Keys node of the
Anti-Virus console in the properties of the key installed).

An e-mail requ est to the Technical Support service (for registered users
only)
You can ask your question to the Technical Support Service specialists by

filling out a Helpdesk web form at
http://support.kaspersky.com/helpdesk.html.

You can send your question in Russian, English, German, French or Span-
ish.


mailto:sales@kaspersky.com
http://support.kaspersky.com/helpdesk.html
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In order to send an e-mail message with your question, you must indicate
the client number obtained during the registration at the Technical Support
service website along with your password .

Note

If you are not yet a registered user of Kaspersky Lab's applications you can
fill out a registration form on page:

https://support.kaspersky.com/en/PersonalCabinet/Registration/Form/.

During the registration you must provide the application's activation code or
the key serial number (you can view it in the Keys node of the Anti-Virus
console in the properties of the key installed).

You will receive a Technical Support service specialist's response to your e-
mail at the e-mail address you have specified in your question and in your
Personal Cabinet

https://support.kaspersky.com/en/PersonalCabinet.

Describe the problem you have encountered in the request web form with as
much detail as possible. Specify the following in the mandatory fields:

1 Request type . Questions most frequently asked by users are
grouped into special topics, for example "Product installa-
tion/removal problem" or "Virus scan/removal problem". If you have
not found an appropriate topic, select "General Question".

1  Product name : Kaspersky Anti-Virus 6.0 for Windows Servers En-
terprise Edition.

1 Request text: Describe the problem you have encountered with as
much detail as possible.

1 Client number and password . Enter the client number and the
password which you have received during the registration at Tech-
nical Support service website.

1 E-mail address . The Technical Support service specialists will use
this e-mail address to send their answer to your question.

1.2.4. Discussing Kaspersky Lab's

applications at the web forum

If your question does not require an urgent answer, you can discuss it with Kas-
persky Lab's specialists and other users of Kaspersky Lab's Anti-Virus applica-
tions in our forum located at http://forum.kaspersky.com/.
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In this forum you can view topics published earlier, leave your comments, create
new topics and use the search engine.

For example, you can discuss various scenarios of Anti-Virus deployment in your
organization and its configuration options.



PART 1. CONFIGURATION
AND CONTROL VIA MMC

This part contains the following information:

1 Starting the Anti-Viruscons ol e in [ [ ua, gr Anti-Vilumn g a c c
functions, description of the console window appearance (see Chapter
2 on pg. 25);

1  Configuring general Anti-Virus settings (see Chapter 3 on pg. 40);

1 Importing and exporting Anti-Virus settings and its individual functional
components (see Chapter 4 on pg. 44);

1 A concept of task in the Anti-Virus, types of tasks, operations performed
with tasks, configuring a task schedule, viewing task statistics, launch-
ing a task under a different account (see Chapter 5 on pg. 48);

1 Configuring a real-time task settings (see Chapter 6 on pg. 62);

1 Blocking access from computers to the server during Real-time file
protection tasks (see Chapter 7 on pg. 87);

1  Trusted zone (see Chapter 8 on pg. 99);

1 Updating the Anti-Virus bases and application modules (see Chapter 10
on pg. 136);

1  Using quarantine for isolation of suspicious objects (see Chapter 11 on
pg. 155);

1 Backing up files before disinfection or deletion and using Backup (see
Chapter 12 on pg. 173);

1 Registration of events and Anti-Virus statistics (see Chapter 13 on pg.
185);

1 Installing and deleting license keys (see Chapter 14 on pg. 209);
1  Configuring notifications (see Chapter 15 on pg. 214).



CHAPTER 2. WORKING WITH

ANTI -VIRUS CONSOLE IN
MMC AND ACCESS TO  ANTI -
VIRUS FUNCTIONS

This chapter contains the following information:

f
f

2.1.

about the Anti-Virus console in MMC (see 2.1 on pg. 25);

advanced configuration after the installation of the Anti-Virus Console in
MMC onto another computer (see 2.2 on pg. 26);

starting the Anti-Virus console from the Start menu (see 2.3 on pg. 31);

functions of the Anti-Virus icon in the notification area of the protected
server's task tray (see 2.4 on pg. 32);

appearance of the Anti-Virus console window (see 2.5 on pg. 34);

distribution of access permissions to Anti-Virus functions (see 2.6 on pg.
34);

starting and stopping the Anti-Virus service (2.7 on pg. 38).

About the Anti -Virus console in
MMC

The Anti-Virus console is an isolated snap-in added to the MMC console (Micro-
soft Management Console).

After the installation of the Anti-Virus console the installer saves the .msc file (file
name) to the Anti-Virus folder and adds the Anti-Virus snap-in to the list of iso-
lated Microsoft Windows snap-ins.

You can open the Anti-Virus console on the protected server by starting it from
the Start menu or from the shortcut menu of the P& Anti-Virus icon in the task
tray by starting the msc-file with the snap-in or adding the Anti-Virus snap-in to
the existing MMC console as a new element in the tree.
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You can launch msc-file of Anti-Virus snap-in or add Anti-Virus snap-in to the
existing MMC console as a new element in the tree. In Microsoft Windows 64-
byte version you can add Anti-Virus snap-in only in MMC 32-byte version
(MMC32): open MMC using the shell with command: mmc.exe /32 .

You can manage the Anti-Virus via the MMC installed on the protected server or
on any other computer within the network. After you have installed the Anti-Virus
console onto another computer you must perform advanced configuration as
described in section 2.2 on pg. 26.

You can add several Anti-Virus snap-ins to a single console opened in the autho-
rizing mode in order to use it for managing protection of multiple servers on
which Anti-Virus is installed.

2.2. Advanced configuration after

installation of the Anti -Virus
Console in MMC on another
computer

If you installed the Anti-Virus Console in MMC onto another computer rather than
on the protected server, you must perform the following actions in order to re-
motely control Anti-Virus on the protected server:

1 add Anti-Virus users to the KAVWSEE Administrators  group on the
protected server (see section 2.2.1 on pg. 27);

1 if the protected server is running Microsoft Windows Server 2008, allow
network connections for the Anti-Virus management service kavfsgt.exe
on this computer (see 2.2.2 on pg. 28);

1 if remote computer is running Microsoft Windows XP SP1, disable on it
Windows Firewall to allow network connections for the Anti-Virus Con-
sole installed on it (see section 2.2.3 on pg. 29).

1 for the Anti-Virus Console on a computer running Microsoft Windows
XP SP2 or Microsoft Windows Vista: if during Console installation you
have not enabled the checkbox to Allow network connections for
Kaspersky Anti-Virus Console , then allow manually network connec-
tions for the console in the firewall on that computer (see section 2.2.4
on pg. 29).
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2.2.1. Adding Anti -Virus users to the
KAVWSEE Administrators group on
the protected server

In order to manage Anti-Virus via the Anti-Virus console in MMC installed on
another computer the Anti-Virus users must have full access to the Anti-Virus
management service (Kaspersky Anti-Virus Management) on the protected serv-
er. By default only users included into the group of local administrators on the
protected server have access to this service.

Note

To learn which services Anti-Virus registers refer to document Kaspersky Anti-
Virus 6.0 for Windows Servers Enterprise Edition. Installation Guide.

You can grant the right to access the Anti-Virus management service to the ac-
counts of the following types:

1 accounts reg istered locally on the computer on which Anti-Virus con-
sole in installed. In order to establish a connection, an account with the
same data shall be locally registered on the protected server;

1 accountregistered in the domain  in which the computer with the Anti-
Virus console installed is registered. In order to establish a connection
the protected server must be registered within the same domain or with-
in a domain that is in trust relationship with this domain.

During the installation Anti-Virus registers KAVWSEE Administrators group on
the protected server. Users of this group are granted access to the Anti-Virus
management service. You can grant or disallow users access to the Anti-Virus
management service by adding them to the KAVWSEE Administrators  group or
removing them from this group.

In order to allow or disallow access to the Anti-Virus management service:

1. On the protected server select Start Y Settings Y Control Panel . Se-
lect Administrative Tools Y Computer Management in the Control
panel window.

2. In the Computer Management console expand the Local users and
groups node and then expand the Groups node.

3. Double click the KAVWSEE Administrators group and perform the fol-
lowing actions in the Properties window:

1 in order to allow the user to remotely manage Anti-Virus using the
console, add this user to the KAVWSEE Administrators  group;
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1 in order to disallow the user to remotely manage Anti-Virus using
the console, remove this user from the KAVWSEE Administrators

group.
Press OK in the Properties dialog box.

2.2.2. Allowing network connections for

Anti -Virus management service on
the server running Microsoft
Windows Server 2008

In order to establish connections between console and Anti-Virus management
service it is necessary to allow network connections through the Firewall for Kas-
persky Anti-Virus management service on the protected server.

To allow network connections for Kaspersky Anti-Virus management service:

1

On the protected server running Microsoft Windows Server 2008 select
Start - Control Panel - Security - Windows Firewall .

In the Windows Firewall settings  dialog window click Change
settings .

In the list of predefined exceptions on the Exceptions tab check the
flags: COM + Network access , Windows Management
Instrumentation (WMI) and Remote Administration

Press the Add Program button.

Specify kavfsgt.exe file in the Add a Program dialog window. It is
located in the folder that you have specified as a destination folder
during Anti-Virus console in MMC installation. By default the full path to
the file is as follows:

1 in Microsoft Windows 32-byte version: %ProgramFiles%\Kaspersky
Lab\Kaspersky Anti-Virus 6.0 For Windows Servers Enterprise
Edition\kavfsgt.exe;

T in Microsoft Windows 64-byte version:
%ProgramFiles(x86)%\Kaspersky Lab\Kaspersky Anti-Virus 6.0 For
Windows Servers Enterprise Edition\kavfsgt.exe.

Press the [ sbutton.

Press the [ sbutton in the Windows Firewall settings  dialog window.
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2.2.3. Enabling network connections for the
Anti -Virus ddt Console in Microsoft
Windows XP SP1

If the computer with the installed Anti-Virus Console runs Microsoft Windows XP
SP1, you will have to disable Windows firewall on that host to allow network con-
nections for the console:

1. On the computer with the installed Anti-Virus Console in [ [ d select
Start - Control Panel - Network Connections .

2. Open the context menu of a network connection (e.g., Local Area
Connection ) and select its Properties .

3. Use the <Network connection name>: Properties  dialog to disable on
the Advanced tab the Protect my Internet connection  checkbox.

4. Pressthe [ sbutton.

2.2.4. Enabling network connections for the
Anti -Viru s dodot Console in Microsoft
Windows XP SP2 or Microsoft
Windows Vista

The Anti-Virus console in MMC on the remote computer uses the DCOM protocol
in order to receive information about Anti-Virus events (objects scanned, tasks
completed, etc.) from the Anti-Virus management service on the protected serv-
er.

If the computer with the installed console runs Microsoft Windows XP SP 2 or
Microsoft Windows Vista, you will have to allow network connection via the fire-
wall on this computer in order to open connections between the console and the
Anti-Virus management service.

Perform the following steps:

1 make sure that anonymous remote access to COM applications is al-
lowed (but not remote launch and activation of COM applications) and
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in the Windows firewall open TCP port 135 and allow network connec-
tions for the executable file kavfsrcn.exe of Anti-Virus remote manage-
ment process.

The client computer on which the Anti-Virus console in MMC is installed
uses port TCP 135 in order to access the protected server and to re-
ceive the server response.

In order to grant anonymous access to COM applications:

1.

5.

On the computer with the Anti-Virus MMC console installed open the
Component Services console. To do that select Start - Run, type
dcomcnfg and press the OK button.

Expand the Computers node in the Component Services console of
the computer, open the shortcut menu of the My Computer node and
select the Properties command.

In the COM Security of the Properties dialog box, press the Edit Li m-
its button in the Access Permissions group of settings.

Make sure that the Allow remote access box is checked for the
ANONYMOUS LOGON user in the Access Permission dialog box.

Press the OK button.

In order to open TCP port 135 in the Windows firewall and allow network connec-
tions for the executable file of Anti-Virus remote management process:

1.
2.

Close Anti-Virus MMC console on the remote computer.
Perform one of the following actions:

1 in Microsoft Windows XP SP2 or higher select Start- Control
Panel - Windows Firewall .

 in Microsoft Windows Vista select Start - Control Panel -
Windows Firewall and click Change settings in Windows
Firewall dialog window.

In Windows Firewall dialog window (or Windows Firewall settings )
press the Add port button on the Exceptions tab.

In the Name field specify the part name RPC (TCP/135) or enter anoth-
er name, for example Anti -Virus DCOM and specify port number (135)
in the Port name field.

Select TCP protocol.
Press the OK button.

Press the Add program button on the Exceptions tab.
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8.

10.

2.3.

Specify file kavfsrcn.exe in the Add a program dialog box. Itis stored in
the folder that you specified as the destination folder during the
installation of the Anti-Virus console in MMC. By default the full path to
the file is as follows:

1 in Microsoft Windows 32-byte version: %ProgramFiles%\Kaspersky
Lab\Kaspersky Anti-Virus 6.0 for Windows Servers Enterprise
Edition Admins Tools\kavfsrcn.exe;

T in Microsoft Windows 64-byte version:
%ProgramFiles(x86)%\Kaspersky Lab\Kaspersky Anti-Virus 6.0 for
Windows Servers Enterprise Edition Admins Tools\kavfsrcn.exe.

Press the OK button.

Press OK in the Windows Firewall (Windows Firewall settings ) di-
alog box.

Note

In order to apply the new connection settings: if the Anti-Virus console
was opened while you were configuring the connection between the
protected server and the computer with the console installed, close the
console, wait for 30-60 seconds (until the Anti-Virus remote manage-
ment process kavfsrcn.exe is completed) and then run it again.

Starting the  Anti -Virus console
from the  Start menu

Make sure that Anti-Virus console is installed on the computer.

In order to start the Anti-Virus console from the Start menu:

1.

select Start - Programs - Kaspersky Anti -Virus 6.0 for Windows
Servers Enterprise Edition - Administration Tools - Kaspersky
Anti-Virus f 4 Consol e

Note
If you plan to add other snap-ins to the Anti-Virus console, open the
console in the authoring mode, select Start - Programs - Kas-

persky Anti -Virus 6.0 for Windows Servers Enterprise Edition -
Administration Tools , open the shortcut menu on the Kaspersky An-
ti-Virus console and select Author .
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If you started the Anti-Virus console on the protected server, the con-

sole window (see Figure 1) will open.

|- kaspersky Anti-¥irus 6.0 Console

K File  Action  iew

Window  Help
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r Anti-¥irus 6.0 for Windows Servers Enterprise Edition
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Figure 1. The Anti-Virus console window

If you started the Anti-Virus console on a remote computer rather than
on the protected server, connect to the protected server: open the
shortcut menu on the Anti-Virus snap-in name, select command Con-
nect to another computer , then select Another computer in the Se-
lect computer dialog box and specify the network name of the pro-
tected server in the entry field.

If the account that you used to log on to Microsoft Windows does not
have the access right to the Anti-Virus Management Service at the
server, specify a different account that has such rights. For details on
which accounts you can grant access to the Anti-Virus Management
Service refer to section 2.2.1 on pg. 27.

icon in the
notification area of the
tray

task

Each time Anti-Virus is automatically starts after the server restart, the Pa Anti-
Virus icon will be displayed in the notification area of the task tray. It is displayed
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by default if during Anti-Virus installation you included Task tray application
component into the set of the installed components.

The Anti-Virus icon may have one of the two statuses:

[ 4 Active (color) if any real-time protection task (Real-time file protection
or Script Monitoring ) is currently in progress (for details about real-
time task protection refer to section 6.1 on pg. 62)

4 Inactive (black and white) - if the Real-time file protection task or the
Script Monitoring is not being performed at the moment.

To open the shortcut menu shown on Figure 2, right-click the M Anti-Virus icon.

Cpen Kaspersky Anki-Yirus Consale

About khe program

Hide =
|

Figure 2. Shortcut menu of the Anti-Virus menu

The shortcut menu includes the following commands:

Command Description

Open Kaspersky If Anti-Virus console is installed at the computer, you can
Anti -Virus Console | open it.

About the program | Opens the About the program window with information
about the Anti-Virus.

If you are registered as Anti-Virus user, then the About
the program window would contain information about
urgent updates installed.

Hide Hides the Anti-Virus icon in the notification area of the
task panel.

In order to display the Anti-Virus icon, select Programs
- Kaspersky Anti -Virus 6.0 for Windows Servers
Enterprise Edition - Tray Application

You can enable or disable the display of the Anti-Virus icon after Anti-Virus au-
tomatically starts following the server restart (see section 3.2 on pg. 40).
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2.5. Anti -Virus console window

Anti-Virus console window (see Figure 3) includes the console tree and the result
panel. The console tree displays the Anti-Virus functional components and the
result panel - information about the node selected.

| Kaspersky Anti-¥irus 6.0 Console = |E||5|

K File Action Wew ‘Wndow Help |;|i|5|

e B pBIR

K Kaspersky Arti-tinus % Real-time protection
[+-f Real-time protection
AL -
. dem‘.and scan Managing real-time file protection and T?Sk Name I Task status | Start time:
g Quakr:ntlne script monitaring W/ Real-time file protection  Mat running
3] Backup - - .
Y Scripk monikaring Mok running
@ Update m Refresh v
- [EE] System audit log 2 Help
a Reports
- Jli] Statistics 4 | ©
-8 License keys Real-time protection Standard /'

Figure 3. Anti-Virus console

If run from the Start menu, the Anti-Virus console will contain the taskpad (from
an .msc file saved when Anti-Virus is installed). If you added the Anti-Virus utility
to the MMC console yourself, the console will not contain the taskpad.

2.6. Distribution of access
per missionsto  Anti -Virus
functions

This section contains the following information:
1  On access permissions to Anti-Virus features (see 2.6.1 on pg. 35);

1 Granting access permissions to Anti-Virus features (see 2.6.2 on pg.
36).
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2.6.1. About access permissions to Anti -
Virus functions

By default access to all Anti-Virus functions is granted to the users of the Admi n-
istrators group and users of group KAVWSEE Administrators created on the
protected server during Anti-Virus installation.

Users who have access to Anti-Virus function Managing permissions  can grant
access to Anti-Virus functions to other users registered on the protected server
or included into the domain.

If a user is not registered in the Anti-Virus users' list, he cannot view the Anti-
Virus console.

You can grant an Anti-Virus user (or a group of users) access permissions to:
1  All Anti-Virus functions (full control );

1 To All Anti-Virus functions except the user permissions management
function (modification );

1 only for viewing functional Anti-Virus components, general Anti-Virus
settings, settings of its functions and tasks, statistics and user rights
(reading).

You also can perform advanced configuration of the access permissions: allow or
disallow access to individual Anti-Virus functions. Functions, access to which can
be modified, are listed in the Table 1.

Table 1 Distribution of access permissions to Anti-Virus functions

Function Description

Read statistics Viewing the status of the functional Anti-Virus com-
ponents and statistics of the tasks in progress

Task status management | Anti-Virus task starting/stopping/pausing/resuming

Task management Creating and deleting on-demand scan tasks

Read settings 1 Viewing general Anti-Virus and task settings;

1 Viewing report, notification and System audit log
settings;

1 Exporting Anti-Virus settings
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Function Description
Modify settings 1 Viewing and changing general Anti-Virus and task

settings;
Importing and exporting Anti-Virus settings;
Viewing and changing task settings;

Viewing and changing the report, notification and
System audit log settings

Quarantine and Backup
management

1

Placing objects into quarantine;

Removing objects from the quarantine and remov-
ing files from Backup

restoration of objects from Backup and quarantine

View reports

Viewing summary and detail reports about task ex-
ecution in the Reports nodes and events in the Sys-
tem auditlog node

Manage reports

Deleting reports and purging the system audit log

Key management

Installing and removing keys

Read permissions

Viewing the list of the Anti-Virus users

Manage permissions 1 Adding and deleting Anti-Virus users;
1 Modifying user access permissions to Anti-Virus
functions
2.6.2. Configuring access rights to the Anti -

Virus functions

In order to add or delete a user (a group) or to change the access permissions of

a user (a group):

1. Right-click the Anti-Virus utility in the console tree and select Modify

user pe rmissions .

The Permissions dialog box (see Figure 4) will open:
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2.

Permissions for Kaspersky Anti-¥irus 21|

Security I

Group or uger names:

!ﬁ Administrators [W-2003-5F1-¥0 L\Admlnlstrators]

€3 SYSTEM

Add... | Bemaove |
Permissions for KAVWSEE
Administrators Allawy Deny
Full cartral O
Fead O
Modification O
Special Permissions O O

For special permizsions or for advanced settings, Advanced |
click &dvanced. -
ak. I Cancel | Apply |

Figure 4. The Permissions dialog box

Perform the following in the Permissions dialog box.

1

in order to add a user (a group) to the list of Anti-Virus users, press
the Add button and select users or groups you wish to add;

to grant to the added user (group) access permissions to Anti-Virus
functions, select the user (group) under heading Group or user
names and check the Allow box for further actions

o Full control i to grant access to all Anti-Virus functions;

o Read i to grant access to functions Statistics reading , Set-
tings reading , Report reading and Right reading ;

0 Modification i to grant access to all Anti-Virus functions ex-
cept function Right modification

In order to perform advanced permission configuration (Special
permissions ), press the Advanced button, then select the re-
quired user or group and press the Modify button in the Advanced
security settings , and then in the Permission entries dialog box
(see Figure 5) check the Allow or the Deny box next to the func-
tions access to which you wish to allow or prohibit. (The list of func-



38 Kaspersky Anti-Virus 6.0 for Windows Servers Enterprise Edition

tions and their brief description is provided in Table 1). Then press
the OK button.

Permission Entry for Kaspersky Anti—U: ; ﬂil
Object |
Mame: EE Administr ators
Apply ok IThis ahiect aly j
Permissions: Allave Deny
Full control
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M odify zettings

Fead zettings

Manage Uuarantine and Backup
M anage reporte

Fead reportz

Fietrieving statistics

Manage license keys

Fead pemissions

EEERRENEEEEEEE
OOO00O000OoOoon

Edit permizsions

Clear Al |
oK I Cancel |

Figure 5. The Permission Entry dialog box

3. Press the OK button in the Permissions dialog box.

2.7. Starting and stopping

By default the Anti-Virus service starts automatically during the operating system
startup. The Anti-Virus service controls the processes in which real-time protec-
tion, on-demand scan and updating tasks are being executed.

By default when the Anti-Virus services is started, tasks Real-time file prote c-
tion, Script Monitoring and Scan at system startup and Application integr ity
control as well as other tasks that are scheduled to start At application startup
will be started.

If you stop the Anti-Virus service, execution of all tasks will be interrupted. After
you restart the Anti-Virus service, interrupted tasks will not be resumed automati-
cally. Only those tasks scheduled to start At application start up will be res-
tarted.
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Note

You can start and stop the Anti-Virus service only if you are a member of the
group of local administrators on the protected server.

In order to start or stop an Anti-Virus service, open the shortcut menu of the Anti-
Virus snap-in in the console tree and select one of the following commands:

1 Stop, to stop the Anti-Virus service;
i Start, to start the Anti-Virus service.

You also can start and stop the Anti-Virus service using the Microsoft Windows
Services snhap-in.




CHAPTER 3. GENERAL ANTI -
VIRUS SETTINGS

This chapter contains the following information:
1 about general Anti-Virus settings (see 3.1 on pg. 40);
1 configuring general Anti-Virus settings (see 3.2 on pg. 40).

Discussion of general Anti-Virus settings is provided in A.1 on pg. 339.

3.1. About general  Anti -Virus
sett ings

General Anti-Virus settings establish the general conditions of the Anti-Virus op-
eration. They allow controlling of the number of working processes used by the
Anti-Virus, enable Anti-Virus task recovery after an abnormal termination, main-
tain the tracking log, enable creating the memory dump file of the Anti-Virus
processes in case of an abnormal termination, turn on or off the display of the
Anti-Virus icon after Anti-Virus automatically starts following the server restart,
etc.

3.2. Configuring general Anti -Virus
settings

This section contains a description of configuring Kaspersky Anti-Virus general
settings. For description of the general settings refer to section A.1 on pg. 339.

In order to configure Kaspersky Anti-Virus general settings:

1. Open the shortcut menu of the Anti-Virus snap-in in the console tree
and select Properties .

2. Using the following tabs modify the values of the general Anti-Virus set-
tings as per your requirements:

1 Onthe General tab (see Figure 6):

0 Specify the maximum number of working processes that Anti-
Virus can start (see A.1.1 on pg. 340);
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o

-, Kaspersky Anti-¥irus Properties d |

General |ndditional | Malfunction diagnosis |

—Scalability settings

% {aukomatically detect scalabilicy settingsi

™ Set the number of working processes manualky

Specify the fixed number of processes to run real-time protec-
tion tasks (see A.1.2 on pg. 341);

Specify the number of working processes to run background
scan tasks (see A.1.3 on pg. 342);

Specify the number of task recovery attempts after their ab-
normal termination (see A.1.4 on pg. 343).

Maxirmum number of active processes: I 2 _|::'

Murber of processes For real-time protection: | 2 =1

Mumnber of working processes for background =
on-demand scan tasks: =

—Reliability settings

[ Petform task recovery

Perform on-demand scan kasks recovery no more = =\
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@) teb

[a]4 I Cancel Apply

Figure 6. The Properties dialog box, General tab

1 Onthe, Additional tab (see Figure 7):

(o]

Indicate whether you wish the Anti-Virus icon to be displayed in
the notification area of the server's task tray each time Anti-
Virus starts after the server restart (for more details about Anti-
Virus icon refer to section 2.4 on pg. 32);

Specify how many days summary and detailed reports about
the execution of tasks displayed in the Store reports node will
be stored, (see A.1.5 on pg. 344);
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Specify how many days information in the Storage of system
audit log node will be stored (see A.1.6 on pg. 344);

Specify the actions of Anti-Virus when running on an uninter-
ruptible power supply see A.1.7 on pg. 345);

Specify the maximum number of days after which events Da-
tabase is obsolete, Database is outdated, Full computer scan
has not been performed for a long time will be created (see

A.1.8 on pg. 346);
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Figure 7. The Properties dialog box, Additional tab

1 On the, Malfunction diagnosis tab (see Figure 8):

(o]

Enable or disable creation of the tracking log; if required confi-
gure the log settings (see A.1.9 on pg. 346);

Enable or disable creation of the Anti-Virus process memory
dump files (see A.1.10 on pg. 351).
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Figure 8. The Properties dialog box, Malfunction diagnosis

tab

3. After you have configured the values of the required Anti-Virus settings,

press the OK button.



CHAPTER 4. IMPORTING AND
EXPORTING ANTI -VIRUS
SETTINGS

This chapter contains the following information:

1 about importing and exporting the Anti-Virus settings (see 4.1 on pg.
44);

1  exporting settings (see 4.2 on pg. 45);
importing settings (see 4.3 on pg. 46).

4.1. About importing and exporting
settings

If you wish to set up common values of the Anti-Virus settings on several pro-
tected servers you can configure the Anti-Virus settings on one of the servers,
export them into the configuration file in XML format and then import them from
this file to the Anti-Virus installed on all other servers.

You can save into the configuration file all Anti-Virus settings or settings of indi-
vidual functional components.

When you are exporting all Anti-Virus settings, the Anti-Virus will save into the
file the general settings and the settings of the following functional components:

1 Real-time file protection;

Script monitoring;

Blocking access from computers;
On-demand scan;

Anti-Virus bases and module updates;
Quarantine;

Backup storage;

= =4 =4 4 -4 A -4

Reports;
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1  User accounts permissions;
1 Notifications;
1  Trusted zone.

The Anti-Virus does not export settings of group tasks, lists used for blocking
access from computers.

Anti-Virus exports all passwords used in the application, for example data for the
accounts used to launch tasks or connect to the proxy server and saves them in
the configuration file in the encrypted format. Yet they can be imported only by
Anti-Virus installed on the same computer if it was not re-installed or upgraded.
Anti-Virus installed on another computer cannot import them. After the settings
have been imported to another computer you will have to enter the passwords
manually.

If a Kaspersky Administration Kit policy is active at the moment of export, Anti-
Virus exports values that had been active before such policy was applied rather
than the values used by this policy.

Note

Imported task settings are not used in the running tasks; they are applied when
tasks are started. We recommend that you stop tasks in the functional compo-
nents before importing settings into them.

4.2. Exporting settings

In order to export settings into the configuration file:

1. If you modified settings in the Anti-Virus console, press the Save button
before exporting them in order to save their new values.

2. Perform one of the following actions:

1 in order to export all Anti-Virus settings, open the shortcut menu of
the Anti-Virus snap-in in the console window and select Export
settings ;

1 In order to export the settings of an individual functional compo-
nent, open the shortcut menu of the node of this functional compo-
nent in the console tree and select Export settings .

This will open the greeting window of the settings export wizard.

3. Follow the wizard's instructions: specify the name for the configuration
file into which you wish to save the settings and the path to it.
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Specifying the path you can use system environmental variables; you
candt use userod6s environmental v

ar

Note

If a Kaspersky Administration Kit policy is active at the moment of ex-
port, Anti-Virus exports values that had been active before such policy
was applied rather than the values used by this policy.

Press the OK button in the Export completed box in order to close the
settings export wizard.

4.3. Importing settings

In order to import settings from the configuration file:

Perform one of the following actions:

9 in order to import all Anti-Virus settings, open the shortcut menu of
the Anti-Virus snap-in in the console window and select Import se t-
tings ;

1 In order to import the settings of an individual functional compo-
nent, open the shortcut menu of the node of this functional compo-
nent in the console tree and select Import settings .

This will open the greeting window of the settings import wizard.

Follow the wizard's instructions: specify the configuration file from which
you wish to import the settings.

Note

After you have imported the general settings of the Anti-Virus or its
functional components on the server, you will not be able return the old
values of these settings.

Press the OK button in the Import completed box in order to close the
settings import wizard.

Press the Update button in the tools panel in the Anti-Virus con-
sole to display the imported settings.

ab
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Note

Anti-Virus does not import passwords (data of the accounts used to
launch tasks or to connect to the proxy server) from the file created on
another computer or on the same computer after Anti-Virus installed on
it has been re-installed or updated. After the importing operation is
completed, you will have to enter the passwords manually.




CHAPTER 5. TASK

MANAGEMENT

This chapter contains the following information:

il
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5.1.

Categories of Anti-Virus tasks by the type of their creation and execu-
tion (see 5.1 on pg. 48);

Creating tasks (see 5.2 on pg. 50);

Saving a task after modifying its settings (see 5.3 on pg. 52);
Renaming tasks (see 5.4 on pg. 52);

Deleting tasks (see 5.5 on pg. 53);

Manual starting / pausing / resuming / stopping of tasks (see 5.6 on pg.
53)

Managing task schedules (see 5.7 on pg. 53);
Viewing task statistics (see 5.8 on pg. 58);

Using a different account to start a task (see 5.9 on pg. 59).

Categories of  Anti -Virus tasks

Functions Real-time protection, On-demand protection, Updating and Managing
the Anti-Virus keys are implemented as tasks. You can start and stop tasks ei-
ther manually or using a schedule.

By the place of their creation and execution tasks can be local and group. Local
tasks can be of two categories:system and user-defined tasks.

Local tasks
Local tasks are executed only on the protected server for which they are
created.
1 Local system tasks are created automatically during the Anti-Virus in-

stallation. You can modify settings for all system tasks except tasks
Scan Quarantine , Application integrity control ~ and Application d a-
tabase rollback . You cannot rename or delete system tasks. You can
launch system and user-defined on-demand scan tasks at the same
time.
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1 Local user -defined tasks . You can add new on-demand scan tasks in
the Anti-Virus console in MMC. Using the administration console of the
Kaspersky Administration Kit application, you can create new on-

demand scan, database update, database update

rollback, and update

downloading tasks. Such tasks are called user-defined tasks. You can
rename, configure and delete user-defined tasks. You can start several

user-defined tasks at the same time.
Group tasks

Group and global tasks created in the Kaspersky Administration Kit Adminis-
tration Console are reflected in the Anti-Virus console in MMC. They are all
called group tasks in the Anti-Virus console. You can manage group tasks
and configure them from the Kaspersky Administration Kit application. In the

Anti-Virus console in MMC you can only view the status

of group tasks.

The Anti-Virus console displays information about the tasks (see example

on Figure 9).
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Figure 9. Real-time protection tasks in the Anti-Virus console window

Task management commands are listed in the shortcut menu that opens by

right-click on the task name.

Task management operations are registered in the system audit log (see 13.3 on

pg. 199).
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5.2. Creating a task

You can create user-defined tasks in the On-demand scan node. Creation of
user-defined tasks is not provided in other functional components of Anti-Virus.

In order to create a new on-demand scan task:

1. Right-click the On-demand scan node and select Add task (see Figure

10).
-la/x]
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Figure 10. An example of creating a task

This will open the Create task dialog box (see Figure 11):
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Figure 11. The Create task dialog box

2. Enter the following information about the task:
1 Name - task name, not more than 100 characters.

1 Description - any additional information about the task, with maxi-
mum length 2000 characters. This information will be displayed in
the task property dialog box.

3. If you need to run the task in a low-priority process, select Execute task
in the background (for more details on Anti-Virus task priorities, see
9.3 on pg. 131).

4. Press the OK button. Task will be created. Line with information about
this task will appear in the console window.
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5.3. Saving task after changing its
settings

You can change settings of a running or of a stopped (paused) task:

1 If you changed settings of a running task, then for real-time protection
tasks new values of the settings will be applied immediately after you
save them, and for all other tasks - next time the task is started;

1 If you changed the settings of a stopped task, the new values of the set-
tings will be applied after you save them and start the task.

To save the changed settings of a task, open the shortcut menu of the task name
and select the Save command.

Note

If after the change of the task settings you select another node in the console
tree without first selecting the Save command, a setting saving dialog box will
appear. Press Yes in this window to save the task settings or No to leave the
node without saving the changes.

Settings of the Real-time file protection task are listed in 6.2 on pg. 62.
Settings of the Scan My computer task are listed in 9.2 on pg. 112.
Update task settings are listed in 10.5 on pg. 144.

5.4. Renaming tasks

You can rename only user-defined tasks in the Anti-Virus console, but you can-
not rename system or group tasks.

In order to rename a task:
1. Right-click the task name and select Properties .

2. Enter new task name in the Properties dialog window in the Name field
and press the OK button.

Task will be created. Operation will be registered in the system audit log (see
13.3 on pg. 199).

To learn how to configure security parameters see 5.7 on pg. 53.
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5.5. Deleting tasks

You can delete only user-defined tasks in the Anti-Virus console, but you cannot
delete system or group tasks.

In order to delete a task:
1. Right-click the task name and select Delete.

2. Press the Yes button in the Deleting task dialog box in order to confirm
the action.

The task will be deleted and the deletion operation will be registered in the sys-
tem audit log (see 13.3 on pg. 199).

5.6. Starting /pausing /resuming /stopp
ing tasks manually

You can pause or resume all tasks except the updating tasks.

In order to start/pause/resume/stop a task, right-click the task name and select
the command you wish to perform: Start, Pause, Resume or Stop.

The operation will be performed. The task status in the result panel will change
and the operation will be registered in the system audit log (see 13.3 on pg. 199).

Note

If you pause and resume an on-demand scan task, Anti-Virus will resume the
scan of the object on which the task had been paused.

5.7. Managing task schedules

This chapter contains the following information:

1 task schedule configuration (see 5.7.1 on pg. 54);

1 enabling / disabling configured task schedule (see 5.7.2 on pg. 58).
Schedule settings are described in A.2 on pg. 353.
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5.7.1. Configuring task schedules

You can configure the schedule of the local system and user-defined tasks in the
Anti-Virus console. You cannot configure the group task schedule settings.

Schedule settings are described in A.2 on pg. 353.

In order to configure the task schedule settings:

1.

Right-click the task name the schedule of which you wish to configure
and select Properties .

Using the Task Properties dialog box (see Figure 12) enable schedule
for this task: check the Run by the schedule box.

Note

Fields with the schedule settings will be unavailable if the launch of this
scheduled system task is disabled by the Kaspersky Administration Kit
policy (see section 19.4 on pg. 272).

Configure the schedule settings in accordance with your requirements.

©) Specify the frequency for the task startup (see A.2.1 on pg. 353):
select one of the following values in the Frequency list: Every
hour, daily, weekly, At application startup, At Anti-Virus data-
base update :

(o]

If you selected Every hour , specify the number of hours in the
Every <number> hours in the Task Start Settings settings

group;

If you selected Every day , specify the number of hours in the
Every <number> days in the Task Start Settings settings

group;

if you selected Weekly, specify the number of weeks in the
Every <number> weeks in the Task Start Settings settings
group; Specify weekdays in which the task will be launched (by
default the task will be launched on Mondays).
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Figure 12. An example of dialog box Schedule settings with the Frequency setting
assigned value Weekly

b) Inthe Start time field, specify the time that the task will first run.

c) In the Start from field, specified that date that the schedule will be-
come effective (see A.2.2 on pg. 355).
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Note

After you have specified the task startup frequency, the time of the
first task execution and the date for the schedule to be enabled,
information about the calculated time for the next task launch will
appear in the top part of the dialog box in the Next launch field.
Updated information about the calculated time of the new launch
will be displayed each time you open the Task Property of the
Schedule dialog box.

Value Task launch is prohibited by the policy of the Next launch
field is displayed if the parameters of the active policy of Kaspersky
Administration Kit prohibit launching of the system tasks on sche-
dule (for more details refer to section 19.4 on pg. 272).

4. Using the Additional tab (see Figure 13) configure the remaining sche-
dule settings in accordance with your requirements.
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Figure 13. The Schedule settings dialog box, Additional tab

a) To specify the maximum duration of the task execution, enter the
required number of hours and minutes in the Duration field in the
Task stop settings group (see A.2.4 on pg. 356).

b) To specify the time period within 24 hours during which the task
execution will be paused, enter the From and Until values for the
durationinthePa us e f r o fiefd (saemt2i5 bn pg. 357).

c) To specify the schedule disabling date, check the End schedu le
date box and using the Calendar dialog box select the date on
which the schedule will be disabled (see A.2.3 on pg. 356).

d) To enable the skipped task launch function, check the Run missed
tasks box (see A.2.6 on pg. 357).




