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CHAPTER 1. INTRODUCTION

| n todayoébs worl d, business infor stabei on i
guarded. It must at the same time be accessible to those who legitimately require

it, including employees, clients and business partners. This raises the issue of

data security, in particular: the protection of corporate mail servers against exter-

nal threats; the prevention of virus outbreaks within the corporate networks, and

filtering out unsolicited email.

The main source of viruses today is the Internet. Most virus infections happen via

email. The facts that the majority of computers have email client applications in-

stalled, and that malicious programs can access the emailc | i ent 6 s addr es
to find new victims, enable the rapid spread of malware. Without suspecting it,

the user of an infected computer can be sending infected email messages to his

or her contacts, who in turn send new waves of infected messages and so on.

This is especially damaging when infected files enter the commercial mailing lists

of large companies. In this case, a virus can affect hundreds or even thousands

of direct recipients, who infect their contacts in turn.

It is a universally recognized fact now that information is a valuable asset. How-
ever, to receive profit from information, it must be made available to corporate
employees, clients and partners. Thus the issue of corporate informational secu-
rity arises including one of its essential aspects - protection of corporate email
servers against external threats and prevention of virus outbreaks within local
area networks.

1.1. Threats to computer security

There are a vast number of threats that can affect your computer today. This
chapter gives a general understanding of them.

Worms

This category of malicious program spreads itself largely by exploiting vulne-
rabilities in computer operating system. The class was named for the way
that worms crawl from computer to computer, using networks, email, and
other data channels. This feature allows worms to spread themselves very
rapidly.

When a worm penetrates a computer, it calculates the network addresses of
other locally accessible computers, and sends a burst of copies of itself to
these addresses. In addition, worms often utilize data from email client ad-
dress books. Some of these malicious programs occasionally create working
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files on system disks, but they can run without any system resources at all,
except for RAM.

Viruses

Viruses are programs which infect other files, adding their own code to them
to gain control of the infected files when they are opened. This simple defini-
tion explains the fundamental action performed by a virus 1 infection.

Trojans

Trojans are programs which carry out unauthorized actions on computers,
such as deleting information on drives, making the system hang, and steal-
ing confidential information. These malicious programs are not viruses in the
traditional sense of the term, because they do not infect other programs or
data: Trojans are not capable of independently penetrating computers. Their
users spread them under the guise of useful software. The damage that they
incur can greatly exceed that done by traditional virus attacks.

Recently, worms have been the commonest type of malicious program, followed
by viruses and Trojans. Some malicious computer programs have characteristics
of two or even all three of the above categories.

Attention!

Henceforthi n t he text of this Administrat
to refer collectively to viruses, Trojan Horses, and worms. A particular type of
malware will be mentioned only when it is required.

The following types of malware have also become widespread:
Adware

Adware comprises programs which are secretly included in (usually free)
software, to display advertisements. The advertisement is situated in the
program interface. Frequently, these programs take other actions: they col-
|l ect t h e sonabdata @nd semdét back to their developer; they change
browser settings (start page and search pages, security levels, and so on);
they create network traffic that the user cannot control. This can lead to a
security breach and to direct financial losses.

Riskware

Riskware is potentially dangerous software which does not have a malicious
function but, since it contains holes and errors, can be used by hackers as
an auxiliary component for a malicious code. Under certain conditions, hav-
ing such programs on your computer can put your data at risk. These pro-
grams include, for instance, some remote administration utilities, keyboard
layout togglers, IRC clients, FTP servers, and all-purpose utilities for stop-
ping or hiding processes.
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Spyware

Spyware secretly collects information about a particular user or organization.
It often escapes detection entirely. In general, the goal of spyware is to:

. trace user actions on a computer;

e gather information on the contents of the hard drive; this usually in-
volves scanning several folders and the system registry to compile
a list of software installed on the computer;

e gather information on the quality of the connection, bandwidth,
modem speed, and so on.

Jokes

Joke software does not do direct damage but displays messages stating that
damage has already been done, or will be done under certain conditions.
These programs often warn the user of non-existent dangers, such as pop-
up messages which warn of imminent hard disk formatting (although no for-
matting actually takes place) or detecting viruses in uninfected files.

PornWare

Pornware programs make modem connections with various pay-per-use
websites, generally pornographic in nature.

Hack Tools

These programs are used by hackers to penetrate your computer. They in-
clude illegal vulnerability scanners, password cracking programs, and other
types of programs for cracking network resources or penetrating a system.

Other dangerous programs

This category includes programs created to set up Denial of Service attacks
on remote servers, to hack into other computers, and programs that are part
of the development environment for malicious programs. These programs in-
clude hack tools, virus builders, vulnerability scanners, password cracking
programs, and other types of programs for cracking network resources or
penetrating a system.

Although malicious programs are distributed mainly via email and the Internet, a
floppy disk or a CD can also be a source of infection. Therefore, the task of com-
prehensive protection from potential threats now extends far beyond simple regu-
lar scans for viruses, and includes the more complex task of real-time anti-virus
protection.
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1.2. The purpose and major
functionality of the application

Kaspersky Security 6.0 for Microsoft Exchange Server 2007 (hereinafter referred
to as Kaspersky Security) is designed for protection of mailboxes, public folders
and relayed email located on Microsoft Exchange Server 2007 (hereinafter Mi-
crosoft Exchange Server) against malicious programs. The application scans
the entire email stream passing the protected Microsoft Exchange Server.

Kaspersky Security performs the following functions:

scans and analyzes incoming and outgoing email messages for the
presence of malicious objects. This analysis processes the bodies and
attachments of email messages. Depending on the settings configured,
the application will disinfect or delete malicious objects, or will add a
warning message to the email message;

saves backup copies of the message objects before attempting to disin-
fect or delete the object (during an anti-virus scan), copies are saved to
a special location to enable consequent restoration if necessary. Confi-
gurable filters allow easy retrieval of the copied objects;

notifies the sender, the recipient and the system administrator about
messages that contain malicious objects;

maintains the event log and creates regular reports about the operation
of the application, and the status of the anti-virus protection. The appli-
cation generates reports using templates with a preset level of detail and
at a required interval or upon request.

detects virus outbreaks as they begin, automatically takes required
emergency steps and notifies about such events. The application identi-
fies attempts of mass-mailing infected messages both from the Internet
and from computers within the corporate network.

supports configuration of application settings depending on the intensity
and the nature of network traffic, as well as the characteristics of the
hardware installed (amount of RAM, speed, number of processors, etc.);

updates the databases of Kaspersky Security (further - databases) ei-
ther automatically or in manual mode. The databases can be updated
from Kaspersky Lab's FTP and HTTP updates servers, or from a lo-
cal/network folder that contains the latest set of updates.

scans old (previously scanned) messages for the presence of new vi-
ruses according to a schedule. This task is performed as a background
scan and has a small effect on the mail server performance;
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creates a list of protected storage areas, which offers additional flexibility
in regards with license restrictions on the number of protected mailbox-
es;

manages license keys.

Note

Some application features are only available when the protected Microsoft
Exchange Server functions in certain roles. Please refer to section 2.1 on
page 14 for details on Microsoft Exchange Server roles.

Kaspersky Security 6.0 for Microsoft Exchange Server 2007 includes these com-

ponents:

Security Server scans email traffic for viruses, performs anti-virus da-
tabase updates and also provides administrative services for remote
management, for configuration, for ensuring application integrity and for
data storage.

Management Console provides the user interface for managing the
application administrative services, and enables you to configure set-
tings and manage the server component. The management module is
implemented as an extension of the Microsoft Management Console.

1.3. Software system requirements

Security

Server requirements:

Microsoft Windows Server 2008 / Microsoft Windows Server 2003 x64
R2 Standard Edition / Microsoft Windows Server 2003 x64 R2 Enter-
prise Edition.

Microsoft Exchange Server 2007.

Please refer to section 2.1 on page 14 for the requirements to Microsoft Ex-
change Server 2007 configuration.

Management Console requirements:

Microsoft Windows Server 2008 / Microsoft Windows Server 2003 x64 R2 Stan-
dard Edition / Microsoft Windows Server 2003 x64 R2 Enterprise Edition / Micro-
soft Windows XP x64 / Microsoft Windows Vista n64 / Microsoft Windows Vista /
Microsoft Windows Server 2003 / Microsoft Windows XP / Microsoft Windows
2000 (with Service Pack 4 installed).
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1.4. Hardware system requirements

Hardware requirements of the Security Server are identical to the requirements of
Microsoft Exchange Server 2007. Depending upon application settings and the
mode of its operation, considerable disk space may be required for backup sto-
rage and other service folders (the backup storage folder may take up to 1024
MB by default).

Management Console hardware requirements:
e Intel Pentium 300 MHz or higher;
e 256 MB free RAM (recommended);

e 50 MB disk space for the application files (in addition to the size of the
backup storage and other service folders).

1.5. Distribution kit

You can purchase the product from our dealers (retail box) or online (for exam-
ple, you may visit www.kaspersky.com and follow the E-Store link).

The retail box package includes:

e a sealed envelope with the installation CD containing the application
files;

e User's Guide
e alicense key written on a special disk;

e License Agreement

Note

Before you open the envelope with the CD, make sure that you have carefully
read the license agreement.

If you buy Kaspersky Security online, you will download the application from
Kaspersky Lab's website. In this case, the distribution kit will include this Guide
along with the application. The license key will be emailed to you upon the receipt
of your payment.

The License Agreement is a legal contract between you and Kaspersky Lab Ltd.
containing the terms and conditions under which you may use the application.

Attention!

Read the License Agreement carefully!
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If you do not agree with the terms of this License Agreement, you can return the
box with the software product to the dealer you purchased it from for a full refund,
provided that the envelope with the installation CD remains sealed.

By opening the envelope containing the installation CD or by installing the prod-
uct on your computer you accept all terms and conditions of the License Agree-
ment.

1.6. Services for registered users

Kaspersky Lab Ltd. offers all legally registered users an extensive service pack-
age, enabling them to boost the performance of Kaspersky Security 6.0 for Mi-
crosoft Exchange Server 2007.

After purchasing a subscription, you become a registered user and, during the
period of your subscription, you will be provided with the following services:

e hourly updates of application databases;
e updates to the purchased software product;

e support on issues related to the installation, configuration and use of the
purchased software product. Services will be provided by phone or via
email;

e information about new Kaspersky Lab products and about new viruses
appearing worldwide (this service is provided to users who subscribe to
the Kaspersky Lab's newsletter on
http://support.kaspersky.com/subscribe/).

Note

Support on issues related to the performance and the use of operating systems
or other technologies is not provided.
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CHAPTER 2. OPERATION OF THE
APPLICATION

Kaspersky Security 6.0 for Microsoft Exchange Server 2007 scans and, if possi-
ble, disinfects all incoming and outgoing email messages, as well as messages
stored on the server. The application analyzes the body of the message and at-
tached files of any format.

The detection of malicious programs is based on the records contained in the

databases of Kaspersky Security. These databases are regularly updated by
Kaspers ky Lab and uploaded to Kaspersky Lab:
the application uses a special analysis facility called a heuristic analyzer which

can detect previously unknown viruses.

The application scans objects received by the server in real time. The user can-
not open and view a new message before it is scanned.

The application processes each object using rules specified by the administrator
for each type of object. For instance, an infected object can be disinfected, de-
leted or replaced by a notification. The administrator may select a mode in which
the application will deliver messages with infected objects to the user, although it
will change the object name (by adding information about the virus) and the ob-
ject extension.

Prior to object modification, the application can save a copy of that object to a
special backup directory for consequent restoration, or for sending to Kaspersky
Lab for analysis.

The application sends notifications about events to the anti-virus security admin-
istrator, the recipient and the sender of the infected message and also places a
record of such event in the Kaspersky Security application log file and the Micro-
soft Windows event log.

If the virus outbreak detection facility is enabled, the application will register virus
activity level and will automatically take emergency measures to prevent the out-
break and send notifications about the threat of virus outbreak or add a corres-
ponding record in the Microsoft Windows event log and the Kaspersky Security
application log files.
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2.1. Microsoft Exchange Server
2007 roles and corresponding
configurations of anti -Virus
protection

Successful operation of Kaspersky Security requires that the protected Microsoft
Exchange Server 2007 should be deployed in at least one of the following roles:

e  Mailbox.
e  Hub Transport.
e Edge Transport.

If Microsoft Exchange Server is deployed as a Mailbox, Kaspersky Security inte-
racts with it using the VSAPI 2.6 standard. In other cases the Transport Agent
technology is used. Then a Hub Transport first transfers objects to Kaspersky
Security for processing and then passes them to transport agent. An Edge
Transport works in reverse order T email is processed first by the transport
agent and then by the Kaspersky Security application.

2.2. Security Server architecture

The server component of the application, Security Server, consists of the follow-
ing subsystems:

e Email Interceptor intercepts objects arriving at Microsoft Exchange
Server, and forwards them to the anti-virus scan subsystem. It is inte-
grated into the Microsoft Exchange Server processes using VSAPI 2.6
technology or Transport Agents depending upon the role selected during
Microsoft Exchange Server deployment (see section 2.1 on page 14).

e Anti-virus Scan Subsystem performs anti-virus scan of objects. This
component includes several processes with one anti-virus kernel per
process. The anti-virus scan subsystem also includes storage of tempo-
rary objects for scanning objects in RAM. The storage is located in the
working folder Store in the installation folder, which must be excluded
from the scan scope of any anti-virus applications installed in the corpo-
rate network.

e The Internal Application Management and Integrity Control Module
is launched in a separate process and is a Microsoft Windows service.
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2.3.

This service is launched automatically and does not depend on the state
of Microsoft Exchange Server (that is, whether it is started or stopped)
so that the application can be configured even if Microsoft Exchange
Server is stopped. For correct operation of the application, the Internal
Application Management Module must always be running; stopping
this service manually is not recommended.

Server protection deployment

To create a system using Kaspersky Security to protect mail servers against ma-
licious programs:

1.

Install the Security Server component on all protected Microsoft Ex-
change servers. The installation must be performed from the distribution
kit individually for each server.

Install the Management Console on a computer within the corporate
network. The Management Console provides centralized access to all
network resources from a single administrator's workstation; therefore, it
can be installed on one computer only. However, if several administra-
tors are working together, the Management Console can be installed on
each administrator's computer.

Note

If the Management Console is not installed, the application will function
with the default limitations and using the default settings (see section 4.6,
page 35).

The server protection against malicious programs will be enabled auto-
matically when Microsoft Exchange Server is started.

Create the list of managed servers (see section 4.3, page 31)

Connect the Management Console to the servers (see section 4.4, page
33).
Configure the protection system for each server:

e Configure settings for updating the database (see section 4.3, page
31).

e Verify the correctness of the settings and of the application opera-
tion using the EICAR test "virus" (see section 4.7, page 36).

e Configure the notification system that issues notifications about
events registered during the application operation (see Chapter 8,
page 77)
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e Configure the event logs and reports (Chapter 10, page 93, Chapter
11, page 104).

e Configure the settings for detecting virus outbreaks and notification
about such events. (Chapter 9, page 84).

2.4. Server protection system
maintenance

Maintaining the server protection system involves:
e periodically updating the anti-virus databases;

e receiving and processing notifications about detection of objects con-
taining malware and about threats of virus outbreaks;

e regularly reviewing reports about the application operation, and about
the state of the mail server protection;

e processing and cleaning the backup storage.

2.5. Application functioning on a
server cluster

Kaspersky Security does not support the cluster technology completely; however,
it functions correctly on a cluster of servers perceiving each node as an individual
physical Microsoft Exchange server.

For each cluster node the scan results, i.e. the following information:
e Backup content
e Information in reports
e Set of events registered in the application log
e Values of the virus outbreak counters

- that data will only be provided for those messages, which the corresponding
Microsoft Exchange server has sent to that cluster node.
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To ensure anti-virus protection of Microsoft Exchange Server installed to a server
cluster:

1. Install the Security Server component to every node of the cluster. In-
stallation should be performed from the distribution package individually
to each server.

Note

Specify as the destination folder a directory on a local disk drive in-
cluded into the file server system.

Do not use a shared drive because such drive will be moved to another
cluster together with Microsoft Exchange Server whenever the latter is
relocated.

2. Install the Management Console to a computer included into corporate
LAN.

3. Create a list of managed servers adding to it all cluster nodes as serv-
ers (see section 4.3 on page 31).

Note

While adding managed servers and configuring Management Console
connection to Server, please use the names of cluster nodes with the
Security Server component installed.

Using the name of a virtual Microsoft Exchange server can cause an
addressing error when Microsoft Exchange Server is relocated to
another node of the cluster.

4. Connect the Management Console to servers (see section 4.4 on
page 33).

5. For each of the servers configure anti-virus protection using identical
parameter values.

Note

Subsequent changes of the parameters should be synchronized ma-
nually on all servers of the cluster.




CHAPTER 3. INSTALLING,
UPDAT ING AND REMOVING
THE APPLICATION

Before starting installation of the application, make sure that the software and
hardware of your computer meet the installation requirements (see section 1.3,
page 11).

Attention!

To install, update or remove Kaspersky Security from your computer, you will
need local administrative privileges on the server.

3.1. Installing the application

Installation program is designed similarly to the standard Microsoft Windows Se-
tup Wizard, which will guide you through the steps, which can be navigated using
the Back and Next buttons. The setup wizard will complete its work after clicking
the Finish button. The Cancel button can be used at any moment to exit the wi-
zard.

The setup wizard will offer the installation of the components of Kaspersky Secu-
rity 6.0 for Microsoft Exchange Server 2007 - interceptors for various Microsoft
Exchange Server roles and the Management Console. All the installed intercep-
tors make up the Security Server. This configuration is recommended when in-
itially creating the Microsoft Exchange server anti-virus protection system. You
can select either complete or custom installation of the application, or repair an
existing installation of Kaspersky Security.

After the Management Console is installed, a group Kaspersky Security 6.0 for
Microsoft Exchange Server 2007 and an application icon will appear in
Run/Programs menu in your computer.

The Security Server will be installed on your computer as a service with a set of
attributes as follows:

e namei Kaspersky Security 6.0 for Microsoft Exchange Server 2007;
e startup type T manual;

e accounti Local system.
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The properties of the Security Server can be viewed and its operation can be
monitored using standard Microsoft Windows administration tools. Information
about the operation of Security Server is registered and saved in the Microsoft
Windows event log on the computer where the Security Server is installed.

3.1.1. First -time installation

To install Kaspersky Security on your computer, run the executable file on the
installation CD included in the distribution package, which will open the setup
wizard. The wizard will allow you to configure the installation parameters and
start the installation. Each step of the application installation is discussed in de-
tailes in the rest of this section.

Note

Installing the application from the distribution kit downloaded from the internet is
identical to the procedure used for application installation from the installation
CD.

Step 1. Greeting and License Agreement

When the installer completes checking software requirements and searching for
installed anti-virus applications, it will display a greeting window and a window
containing the License Agreement.

Read the text of the License Agreement and accept the terms and conditions
contained therein to proceed with the installation.

Step 2. Selecting the type of the installation

During this step the user is offered to choose the installation type. You can
choose Typical Installation, Complete Installation or Custom Installation. If
you select complete installation, all available components will be installed. Cus-
tom installation will allow users to specify required components.

Step 3. Selecting application components to be installed

If you selected custom installation at the previous step, you must specify which
application components will be installed on your computer in the dialog box
shown on Figure 1.

The set of components available for installation will be different depending upon
availability of Microsoft Exchange Server 2007 and its role.
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If Microsoft Exchange Server 2007 is deployed as a Mailbox and Hub Transport
at the same time, then the following components are available for installation:

e Interceptor for the Mailbox role.
e Interceptor for transport roles.
e Management Console.

If Microsoft Exchange Server 2007 is deployed as Edge Transport or Hub Trans-
port only, the following components are available for installation:

e Interceptor for transport roles.
e Management Console.

If Microsoft Exchange Server 2007 is deployed as a Mailbox only, the following
components are available for installation:

e Interceptor for the Mailbox role.

e Management Console.
In all other cases just the Management Console is available for installation.
Select the components, which should be installed.

Complete name of the default destination folder will appear in the lower window
part. Click the Browse button and specify another folder, if necessary.
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ﬁ§ Kaspersky Security 6.0 for Microsoft Exchange S 1] =10 x|

Custom Setup

Select the way you want features to be installed.
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Click the icons in the tree below to choose the features that will be installed.

All Featur Kaspersky Security 6.0 For Microsoft
=3 ~ | Service Exchange Server 2007
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.:‘;l'_' Management Console This feature requires 2456 KB on
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Figure 1. Selecting components for the installation

Step 4. Enabling server protection

If at least one interceptor has been selected during the previous step, here you
can specify whether anti-virus protection should start immediately after the wizard
completes. This task can be accomplished manually using the application Man-
agement Console (see section 6.2, page 49).

If the application default parameter values (see section 4.6, page 35) meet your
server requirements, you are advised to accept the option of automatic anti-virus
protection startup after completion of the setup wizard.

Please remember that by default all mailbox storage areas and public folders
created on the server will be selected as protected storage areas. If the maxi-
mum number of protected mailboxes quoted by the license you have purchased
is less than the number that has been generated in server storages, some of the
mailboxes should be moved to unprotected storage before the protection is
enabled (see section 12.5, page 114).

If you wish to adjust the settings before running the application, disable automatic
activation of anti-virus protection in the respective checkbox.
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Step 5. Restarting the services of Microsoft Exchange Server

If you have selected earlier interceptor installation for Edge Transport and Hub
Transport roles, during this step you will see a notification about restart of the
Microsoft Exchange Transport service. During setup the installer will automatical-
ly stop the service and then start it again.

Step 6. Copying files

To proceed with the setup, press the Install button in the wizard window. This will
start the process of copying the application files to your computer.

Step 7. Installing the license key and finalizing setup
After the setup is complete, the key installation dialog will appear.

Product key is a file in special format, which confirms your entitlement to use the
application. The license key contains all service information required for the full-
featured functionality of the application, namely:

e support information (who is providing support and how you can get
help);

e restriction on the number of protected mailboxes;
e the license name, number and expiration date.

You must install a license key to ensure full functionality of the application. To do
this, press the Add button and select the key file in the standard Microsoft Win-
dows file selection dialog box.

If, at the time of installation, you do not have a license key (for example you or-
dered it from Kaspersky Lab via internet but have not received it yet), you can
install it later when you run the application for the first time using the Manage-
ment Console.

Note

Initial configuration wizard will be launched immediately after application setup
(please refer to section 3.2 on page 23 for details).

3.1.2. Reinstalling the application

Reinstallation of Kaspersky Security is required if the initial installation was can-
celled, or if during program operation the integrity of executable files was broken.
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To reinstall the application, run the executable file from its distribution package
and select the Repair option in the wizard window. This will reinstall Kaspersky
Security using the settings of the previous installation. For example, if the pre-
vious installation was a custom installation, the reinstallation initiated by the Re-
pair button will also be a custom type installation.

Attention!

All the product settings will be returned to their default values when the applica-
tion is repaired!

3.2. Initial configuration wizard

Initial configuration wizard starts immediately after application setup. It allows
configuration of basic notification parameters and connection settings required for
application updates.

Note

The initial configuration wizard only starts up after installation of the Security
Server.

The first wizard screen contains a description of its purpose. Press the Next but-
ton to begin configuring the application.

Use the Notifications settings (see Figure 2) to specify:

e Address of the web service that will be used to send notifications. In typ-
ical configurations it will be:
https://<client_access_server>/ews/exchange.asmx.

¢ Name and password of the account that will be used to send notifica-
tions. The user must have a mailbox on the Microsoft Exchange server
and access to it provided via Outlook Web Access (OWA).

e Email address where the application will send notifications, which are
not related to detection of dangerous content.
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'/ Kaspersky Security 6.0 for Microsoft Exchange Server 2007 K B3
Notification settings

- e

KAJPIR{KY 8

Specify notification settings

URL Ihttps:,f,l'localhost,fews,l‘exchange‘asmx

Account [Test‘l,Administrator

Password l..o..o.

Specify address for system notifications delivery

Address administrator@test)local

< Back Next = Cancel

Figure 2. Initial configuration wizard.
Configuring notifications

You can modify the settings later on the Notifications tab (see Figure 33) in the
General settings window. To continue, press the Next button.

In the Updater settings window (see Figure 3) select the Enable hourly updat-
ing (recommended) checkbox. If the computer connects to the Internet through
a proxy server, define its address, port and user authentication parameters (if
necessary). You can change these settings later in the Connection settings tab
(see Figure 10) of the Update window. To continue, press the Next button.
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»” Kaspersky Security 6.0 for Microsoft Exchange Server 2007 EE3

Updater settings
KA{PzR|KY 2

V' Enable hourly updating (recommended)

IV Enable proxy
Address Port:
]Iocalhost ]8080 E

IV Use authentication

User name IAdministrator
Password Io..oo..l

< Back ] Mext = Cancel

Figure 3. Initial configuration wizard.
Configuring the update settings

Press the Finish button in the last wizard dialog. The application will start using
the specified settings.

3.3. Modificati on of Security Server
settings

By default, the folder for storage of the Security Server data (quarantine, log files,
reports, statistics) is located within the destination folder specified during product
setup on server. Paths to folders can be found in the Folders tab of the General
settings window (see Figure 4).
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General settings @

| General | License keys | Diagnostics | Folders | notifications

Application installation folder:

Application data folder:

| C:\Program Files (x86)\Kaspersky Lab\Kaspersky Security 6.0 for Micros

Use migration wizard to change the data folder, See Administrator's
Manual for more information,

[ OK H Cancel ]

Figure 4. Destination folder and the folder for storage of the application data

You can specify an alternative path for the application data. The data will be
transferred then to that folder. To do that, select Kaspersky Security program
group in the Programs menu and choose Data Migration Wizard.

The wizard will warn you that some Microsoft Exchange 2007 services will have
to be stopped as well as Kaspersky Security. You will be offered to specify the
new data folder location. It must not be a subfolder of the current folder. It must
be an empty folder on a local hard drive. The drive must provide sufficient disk
space for backup storage (which can take up to 1024 MB by default) and other
auxiliary data.

Attention!

If the disk contained application data folder has insufficient space, then the Mail-
box interceptor stops functioning and the Hub Transport interceptor allows email
to pass unscanned!
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3.4. Removing the application

You can remove Kaspersky Security from your computer using the standard Mi-
crosoft Windows Add/Remove Programs tool, or using the application distribution
kit. This will remove all the installed components (i.e. both the Security Server
and the Management Console) from your computer.

During application removal a prompt will be displayed asking you to confirm
stopping the Microsoft Exchange Information Store and the Microsoft Exchange
Transport services. You should agree to stop these services, in order to let the
un-installation process complete its work correctly. Once the un-installation
process is complete, the initial status of these services will be automatically res-
tored.

3.5. Recommendations to the users of
earlier application versions

This version of Kaspersky Security does not support updating of earlier versions
because of the difference between the protected versions of Microsoft Exchange
Server.



CHAPTER 4. STARTING USING
THE APPLICATION

This chapter contains the information required to launch Kaspersky Security
components and a description of the Management Console interface.

4.1. Starti ng the application

The server component of the application is started automatically when Microsoft
Exchange Server boots. If the server anti-virus protection features are enabled,
they will start immediately after Microsoft Exchange Server is launched.

The operation of the application is controlled from the administrator's workstation
T a computer where Management Console is installed.

To start the Management Console

select the Management Console item in the program group Kaspersky Se-
curity 5.5 for Microsoft Exchange Server 2007 from the standard Start /
Programs Microsoft Windows menu.

4.2. Application interface

The user interface of the application is provided by the Microsoft Management
Console (MMC) component. The Management Console component is a dedicat-
ed isolated facility integrated into MMC.

4.2.1. Main application window

The main Management Console window (see Figure 5) contains a menu, a tool-
bar, a view pane and a results pane. The menu provides the files and windows
management functions as well as access to the help system. The set of buttons
on the toolbar gives direct access to some frequently used items of the main
menu. The view pane displays the Kaspersky Security 6.0 for Microsoft Ex-
change Server 2007 namespace in the form of a console tree, while the results
pane displays the list of all elements of the object chosen in the tree.

The Kaspersky Security 6.0 for Microsoft Exchange Server 2007 namespace
will contain a node for each of the servers managed via the console. The names-
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pace does not contain any elements immediately after the installation of the
Management Console.

Kaspersky Security 6.0 for Microsoft Exchange Server 2007 E] @

File Action View Help
X 2 vy

Ill?, Kaspersky Security 6.0 for Microsoft Exchange Server 2007 |

[, Motification templates

+ gy Reaction rules for threatening events
+ @ Backup

o % Report templates

Mlcrosoft Exchange Server 2007

tl-mailbox

l'/\ General settings
Ni: Logging, licensing and other product settings

; \7 Anti-virus protection
\&24 Anti-virus protection settings
o

I

/7, Update
W‘ Anti-virus databases updating settings

Figure 5. Main application window

After a new server is added (see section 4.3, page 31), it is displayed in the con-
sole tree as a node <Server Name>. When the server is selected in the console
tree (see Figure 5) the results pane will display hyperlinks which can be used for
application control and configuration.

e General settings i used for viewing general application operation set-
tings, license details and information about installed license keys, re-
newing the license, configuring the application operation diagnostics set-
tings, and the settings of the server used to send notifications.

e Anti-virus protection i used for viewing and configuring the managed
server anti-virus protection settings

e Update 7 used to configure settings for the Kaspersky Security database
update service, to set up an automatic update schedule and to update
the database manually.

The node will include nested nodes; each of them enables the management of a
specific application feature:

e Notification templates i for configuring notifications about infected or
suspicious objects detected during scans.
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e Reaction rules for threatening events i for configuring criteria for
identifying virus outbreaks, the settings for notifications thereof and the
actions performed automatically.

e Backup i for working with storage directory where backup copies of ob-
jects are stored; also lists the objects in backup storage.

e Report templates i for managing reports; contains a list of templates
used to create reports on the program operation or on server protection
status.

4.2.2. Shortcut menu

Each category of objects in the console tree has its own shortcut menu that
opens after right-clicking an object with the mouse.

In addition to standard MMC commands, this shortcut menu contains commands
appropriate to the selected object. The list of objects and the corresponding set
of commands accessible via the context menu are provided in the table below.

Table 1
Object Command Purpose
Kaspersky Se-
curity 6.0 for Add a new Microsoft Exchange server
Microsoft Ex- | Add server with  Security Server installed, to be
change Server managed via the console.
2007

Disconnect from the Security Server
Disable server installed on the currently selected Mi-
crosoft Exchange server.

Establish a connection with the Securi-
Connect to the ty Server installed on the currently se-

<Server name> server lected Microsoft Exchange server.

Remove the selected Microsoft Ex-
Delete change server from the view pane, and
from the list of managed servers.
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Notification e Create and configure a new notification
New notification
templates template.

Create and configure a new filter used
New filter to search for objects located in the

Backup  sto- backup storage.

rage

Properties Configure general Backup parameters.

New report tem-

plate Create a new report template.

Report tem-
plates

Configure general parameters of report

Properties .
generation.

Delete contents of the statistical data-

Clear Statistics .
base used for creating reports.

Additional shortcut menu commands are also provided for report templates and
for the backup storage objects.

Using the Create report command you can create a report based on the se-
lected template.

The Save to disk command allows you to obtain the original copy of the object
that was saved before it was processed by the application.

The Send file for analysis command sends an object from the Backup storage
to Kaspersky Lab for analysis (the action is possible for infected or suspicious
objects only).

4.3. Creating the list of managed
servers

To control the application via the console, the Microsoft Exchange server where
Security Server component is installed must be added to the list of managed
servers. You can add either a local computer or any Microsoft Exchange server
within the network to this list. Adding a server may be accompanied by
establishing a connection between the Management Console and the Kaspersky
Security application.
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To add a server to the list of managed servers:

1. Select Kaspersky Security 6.0 for Microsoft Exchange Server 2007
node in the console tree, and select the Add server command from the
shortcut menu or the Action menu. This will open the Connection win-
dow (see Figure 6).

Connection

Connect to server
Specify server connection settings I' ,

" Local computer
& Other computer

Computer name: | Server Browse...

[ Finish J [ Cancel J

Figure 6. The Add server dialog box

2. Specify a computer with the Security Server component installed. If the
server component is installed on the same computer as the Manage-
ment Console, select Local computer. To add a Microsoft Exchange
server from the computers installed in the network, select Other com-
puter and specify the computer name in the entry field. You can enter
the name manually; to do this, specify one of the following:

e |P address;

e full domain name (Fully Qualified Domain Name in the following
format <Computer name>.<DNS-domain name>);

e computer name in the Microsoft Windows network (NetBIOS name);
or select the computer from the list using the Browse button.

Connection is established using the current account.
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Note

Later, the Management Console will use this name to establish con-
nection with the Security Server, using the DCOM protocol.

Note

The server you select must have the Security Server component in-
stalled.

As a result, the selected server will be displayed as a <Server name> node in
the console tree. The local computer will be displayed as localhost. The node
structure will include nested folders: Notification templates, Backup, Report
templates and Reaction rules for threatening events. If the connection has not
been established, or could not be established, you can manually connect to the
server (see section 4.4, page 33).

To remove a server from the list of managed servers,

select the node that corresponds to the server you wish to remove in the
console tree, open the shortcut menu and select the Delete command, or
use an identical item the Action menu.

As a result, the selected node will be removed from the console tree.

4.4. Connecting the Management
Console to the server

To configure and manage Kaspersky Security 6.0 for Microsoft Exchange Server
2007 using the Management Console, you have to connect to the Security Server
component installed on the Microsoft Exchange server. The application will then
receive information from the server and display it in the console tree.
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Note

To connect to the Security Server, the user must have administrative rights for
the computer where the connection is attempted.

Rights verification is based on the standard Microsoft Windows network user
authentication process.

To connect to the Security Server:

in the console tree, select the node that corresponds to the required server,
and select the Connect to the server command from the shortcut menu or
the Action menu.

If the server connection was successfully established, the server settings will be
displayed in the main application window: the node structure will include folders
titted Notification templates, Backup, Report templates and Reaction rules
for threatening events.

One Security Server can have several Management Consoles connected to it. In
this case, working with the same server from several consoles, you should regu-
larly update information on each console. To do this, use the Refresh command
available via the shortcut menu or the Action menu.

4.5. Minimum required configuration

After installation, the application will start working with the minimum set of
parameters, most of which are the default optimum settings recommended by the
Kaspersky Lab. If necessary, depending on the network properties and the
characteristics of the computer where Microsoft Exchange Server is installed, the
settings can be changed.

Attention!

If you connect to the internet using a proxy server, you will have to configure
your connection settings to receive updates (see section 5.4, page 43).

To ensure that the mail server is fully protected, it is necessary to configure
settings used to notify the administrator or other users about application events
and about the threat of virus outbreaks (see Chapter 9, page 84).

The application settings are configured from the administrator's workstation using
the Management Console.
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4.6. Mail server protection without
additional configuration

Microsoft Exchange server protection against malware starts operating imme-
diately after the Security Server component is installed. The default operation
mode of the application in that case is as follows:

The application will scan objects for the presence of currently known
malicious software (with the standard anti-virus protection level applied);

the body of the message and attached objects of any format will be
scanned, except for container objects with a nesting level above 32;

the maximum time for scanning an object is 180 seconds;

when an infected object is detected, the application saves a copy of
this object (attachment or the body of the message) in backup sto-
rage and attempts to disinfect the object. If disinfection is impossi-
ble, the application deletes the object and replaces it with a text file
containing a notification in the following format:

The malicious object "%VIRUS_NAME%" was detected.
The file  (%OBJECT_NAME%) was deleted by
%PRODUCT_NAME% on server: %SERVER_NAME%.

If an object that cannot be disinfected is found in message body, it
will be replaced with a similar notification.

when a suspicious object is detected, the application will save a
copy of it (attachment or the body of the message) in the backup
storage.

Suspicious objects detected in message body are replaced with a
notification in the following format:

The suspicious object (possibly %VIRUS_NAME%) was
detected. The file (%OBJECT_NAME%) was deleted by
%PRODUCT_NAME% on server: %SERVER_NAME%.

If a suspicious object is detected in an attached file, the application
will delete the revealed object replacing it with text (message body)
or a txt file (attachment) generated using the corresponding re-
placement template.

when a protected or corrupted object is detected, the application will
save its copy (file or the body of the message) in backup storage.
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Objects detected in the message body are replaced with a notifica-
tion in the following format:

The attached file %OBJECT_NAME% was deleted by
%PRODUCT_NAME%. The file was password - protected or
cor rupted. Server name: %SERVER_NAME%.

If a protected or corrupted object is detected in the attached file, the
application will delete the revealed object replacing it with text
(message body) or a txt file (attachment) generated using the cor-
responding replacement template.

e The application protects storages containing public folders and email
messages.

e The application does not update Kaspersky Security databases.

e The application does not notify administrators about the objects found
while scanning.

e The rules for control over virus outbreaks are disabled.

e Report on the protection system status is not generated.

4.7. Checking application
functioning

After Kaspersky Security is installed and configured, we recommend verifying its
settings and operation using a test "virus" and its modifications.

The test "virus" was specifically designed by EICAR (European Institute for Com-
puter Antivirus Research) for testing of anti-virus products.

The test fAviruso |I'S NOT A VI RUS because it
your computer. However, most products of anti-virus vendors identify this file as a
virus.

Attention!

Never use real viruses for testing the operation of an anti-virus product!

You can download the test "virus" from the official web site of EICAR at:
http://www.eicar.org/anti_virus_test file.htm.

The file downloaded from the EICAR website contains the body of a standard

test Aviruso. Kaspersky Security 6.0 for
detect it, assign it the Infected non-disinfectable status and apply the action de-

fined by the administrator for processing objects of this type.


http://www.eicar.org/anti_virus_test_file.htm
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To test the response of Kaspersky Anti-Virus when other types of objects are
detected, modi fy the content of this stanrn
prefixes (see Table 2).

Table 2

Prefix Object type

No prefix, stan- | Infected.

dard t e

CORRi Corrupted.

SUSPI Suspicious (unknown virus code).

WARNT Suspicious (modified code of a known virus).

ERROT Object causing scan error corresponding to the detection of a
corrupted object.

CUREI Infected (curable). The object will be disinfected; the text of
the Avirusodo body wil ICUBED. r epl

DELEi Infected (incurable). The application uses the action specified
for objects that cannot be disinfected.

The first table column lists the prefixes to be added at the beginning of the string
of the standard test fAviruso

After a prefix is added to the testei-fiviru
car_delecom(nami ng al | medifhedh@dviameemanner

The second column of this table contains the types of objects identified by the
anti-virus application after you have added the prefix. The actions for each type
of objects are defined by the application settings configured by the administrator.

After application setup you are advised to check its operation using incoming and
outgoing email and scanning both message body and attachments:

e To check incoming email protection, send a message containing the test
"virus" from a mailbox in unprotected storage to a mailbox within pro-
tected storage area (the test "virus" can be in message body or in at-
tachment).

e To check outgoing email protection, send a message containing the test
"virus" from a mailbox in protected storage area to any address (the test
"virus" can be in message body or in attachment).
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Note

Please keep in mind that if Microsoft Exchange Server is deployed as a
Mailbox only the application will not scan outgoing email sent using
SMTP client (for example Microsoft Outlook Express, The Bat!).

e To check protection of public folders, place the test "virus" in a shared
folder within protected storage area.

Note

The list of protected storage areas can be found in the Protected Mail tab of the
Anti-virus protection window (see Figure 16).

Attention!

Checks of application functionality upon detection of viruses in message
body require using Microsoft Outlook Express only!

After the steps described above, check to make sure that the application has
processed the test "virus" in accordance with the action specified in the Actions
tab of the Anti-virus protection window (please refer to section 6.5 on page 56
for details).




CHAPTER 5. UPDATING THE
ANTI -VIRUS DATABASES

Kaspersky Lab provides to all its users an opportunity to update the databases of
Kaspersky Security used during scanning for malicious programs and disinfection
of revealed affected objects. Database files contain descriptions of all currently
known malware and methods of infected objects disinfection therewith as well as
descriptions of potentially dangerous software.

Attention!

It is extremely important to keep the databases up-to-date. You are advised to
update the databases immediately after your application is installed, because the
databases included in the distribution kit will be out-of-date by the time you install
your application.

These databases are updated on an hourly basis on Kaspersky Lab's update
server. We recommend that you set up automatic updates with the same fre-
qguency (see section 5.2, page 41).

The databases can be updated from the following sources:
o from Kaspersky Lab's update servers;
e from a | ocal -apodahar ®&netivorksfabderr c e
o from another HTTP/FTP server (e.g., your intranet server).

The updating is performed manually or according to the schedule. After the files
are copied from the specified update source, the application automatically loads
the new databases and scans email for viruses using these new databases.

To review the status of databases and modify the updating settings,

In the main application window, open the Kaspersky Security 6.0 for Mi-
crosoft Exchange Servers 2007 node in the console tree, select the node
corresponding to the server you need, and follow the Update link in the re-
sults pane.

The database updating settings window allows you to:

e review the database status and launch an update manually (see section
5.1, page 40);

e schedule automatic updates (see section 5.2, page 41);

e specify the updates source (see section 5.3, page 42);




40 Kaspersky Security 6.0 for Microsoft Exchange Server 2007

e configure the network connection settings (see section 5.2, page 41).

5.1. Manu al updating

To update the databases manually,

In the main application window open the Kaspersky Security 6.0 for Mi-
crosoft Exchange Servers 2007 node in the console tree, select the node
corresponding to the server you need and follow the Update link in the re-
sults pane.

The General tab in the Update window (see Figure 7) contains information about
the currently used database version and the result of the last update.

Update @@

Connection settings Startup options
General Updates source Schedule

Anti-virus database status

Created: 27.11.2007 6:14 |:I

Mumber of records: 436940

Update is in progress {downloading)...

[ OK ][ Cancel ]

Figure 7. Configuring update settings.
The General tab

To update the anti-virus database immediately, press the Update now button in
the corresponding section. The application will launch the updating process using
the selected settings.
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5.2. Automatic updates

To update the database automatically,

1. In the main application window open the Kaspersky Security 6.0 for
Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the server you need and follow the Update link in
the results pane.

2. Switch to the Schedule tab in the Update window that will open.

3. To enable automatic updates, select the Update regularly option and
define the interval between updates or choose Daily at and create the
schedule for daily retrieval of updates. If you choose Disable automatic
updating, automatic database updating will not be performed. You will
be able to update the databases manually.

Update @@

Connection settings Startup options
General | Updates source Schedule
Updates schedule

" Disable automatic updating
% Update reqularly

Sl 5 = =

" Daily at

I__

I OK ][ Cancel ][ Apply

Figure 8. Configuring update settings.
Schedule tab
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5.3. Selecting the updates source

By default, the databases are updated from Kaspersky Lab's update servers.

Additionally, you can configure the updates to be downloaded from a HTTP or
FTP server, or from a network folder.

To select a different source of database updates:

1.

In the main application window open the Kaspersky Security 6.0 for
Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the server you need and follow the Update link in
the results pane.

Switch to the Updates source tab in the Update window that will open
(see Figure 9) and specify the updates source required:

Up d a tserseds of Kaspersky Lab - Kaspersky Lab's HTTP- and
FTP internet servers, where new updates are uploaded every hour
(default option).

Below you can specify the Kaspersky Lab update server which is
nearest to your geographical location, by selecting your current lo-
cation from the drop-down list. This will help decrease the time ne-
cessary to download updates.

HTTP, FTP server, local or network folder i an HTTP, FTP serv-
er, network or local folder where the updates downloaded from the
Internet are stored. If you selected this option, enter the path to the
folder in the entry field or select the folder in the standard Microsoft
Windows dialog box that opens by pressing the Browse button.

In order to keep an update log, enable the Log debug information checkbox in
the Diagnostics section. Then the application will create a separate file contain-
ing the updater component log (see Chapter 11 on page 104).

Log file generated by the updater component is saved as _upd.log file in the
Logs subfolder within the application data folder (see section 3.3 on page 25).
The application appends new data to the file after each update. Maximum file
size is 50 MB. When the size is reached, the application erases all the data
saved earlier and begins filing the file again.

error.

Attention!

If the log is inaccessible for recording at the time of database update (e.g. it is
opened by the administrator for editing) the update procedure completes with an
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Update @@

Connection settings Startup options
General ‘ Updates source Schedule

Updates source
(* Updates’ servers of Kaspersky Lab

IOther country L]

" HTTP, FTP server, local or network folder

l

Diagnostics

[ Log debug information

[ OK ][ Cancel ][ Apply

Figure 9. Configuring update settings.
The Source of updates tab

5.4. Configuring the connection

To view/modify the network connection settings:

1.

In the main application window open the Kaspersky Security 6.0 for
Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the server you need and follow the Update link in
the results pane.

Switch to the Connection settings tab (see Figure 10) in the Update
window that will open, and configure the network connection settings:

e If you connect to the internet using a proxy server, check the Use
proxy server box and specify the proxy server address and num-
ber of the port used for connection. If you use a password in order
to access the proxy server, specify the proxy user authentication
settings. To do this, check the Proxy server authentication box
and fill in the User Name and the Password fields.
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e Specify a time limit for establishing connection with the update
server in the Connection timeout (sec.) field. If the connection is
not established within the specified time limit, the application will at-
tempt to establish connection to the next update server, and so on
until all servers will be tried.

e Check the Use passive FTP mode box if your server has a firewall
and you cannot connect to the required FTP server in active mode.

You can restore the default settings by pressing the Restore the default set-
tings button.

Update @@

General Updates source Schedule
Connection settings

Startup options
IV Use proxy server
Addres: Port:
| proxy-server I 80

[V Proxy server authentication

User name: | administrator|

Password. AetokoorokolookoRokdokokok

Connection timeout (sec.}.: 20 3:

[ Use passive FTP mode

Restore the default settings |

[ OK ][ Cancel ][ Apply J

Figure 10. Configuring update settings. The Connection settings tab

5.5. Running updates under a
different user account

Kaspersky Security program updates can be run under a different user account.
By default, this feature is disabled, and tasks are run under the system profile.
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For example, you might want to run a task under a different user account if you
are updating from a source that the computer does not have access to (such as a
network folder), or from a source where it does not have authorized user privileg-
es to the proxy server. You can use this feature to run updates with another pro-
file that has those rights.

To configure an update to start under a different user profile:

1. In the main program window, open Kaspersky Security 6.0 for Micro-
soft Exchange Server 2007 from the console tree, select the node that
corresponds to the server needed, and click the Update hyperlink in the
results pane.

2. In the Update window that opens, click the Startup options tab (see
Figure 11) and enter the data for the account that will be used to start
the update (username, password, confirm password). You can enter the
username manually, or add an account in the standard Microsoft Win-
dows window that opens when you click Browse.

Figure 11. Configuring update settings.
The Startup options tab



